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America’s current national security structure is based on the National Security Act of 1947.  That legislation was enacted to correct coordination and operations deficiencies observed during World War II and to facilitate efforts to address the emerging Soviet threat.  For the most part, as noted by President Clinton on the fiftieth anniversary of the Act, it has worked:  “The success of their efforts and of the historic legislation enacted half a century ago is reflected in an outstanding record of achievement:  nuclear war averted, the Cold War won, and the nations of the world turning to democracy and free markets.”  Now, however, many question whether the Act and the institutions and treaty regimes it created are equal to the challenges of post-Cold War global security.  In these critics’ opinion, the 1947 document was adequate for a bipolar, state-centric, balance-of-power world, in which the Soviet Union was the enemy and interstate conflict the main threat, but not for the unipolar, less state-centric, post Cold-War world in which our principal enemies are failed, failing, and rogue states and transnational actors and the principal threats are ethnic and religious conflict, international and domestic terrorism, drugs, and the proliferation of weapons of mass destruction (WMD).  


This paper contends that the critics of the National Security Act are right, especially regarding the proliferation and use of two types of weapons of mass destruction—chemical and biological—in the United States.  It begins by reviewing the debate over the seriousness of the chemical/biological weapons threat to U.S. security.  It considers the limitations of the 1947 Act and discusses how the U.S. is presently organized to address threats from such weapons, arguing that a streamlined organizational structure under unitary command would be more efficient and timely.  It examines how the United Kingdom, Canada, and Israel are organized to handle chemical and biological threats to their homelands and suggests that the United States has much to learn from these important allies.


The paper also discusses certain intelligence reforms that may be necessary to help curtail the use of biological and chemical weapons by terrorists and looks at the viability of deterrence and preemption as means of preventing the use of such weapons.  Finally, it identifies some limitations of the Posse Comitatus Act, which severely curbs the use of U.S. military forces against domestic acts of chemical and biological terrorism.
Chemical and Biological Weapons in History

The problem of chemical and biological weapons is not entirely new.  The use of mustard gas during World War I is well known, but other examples go back much further.  "Toxic fumes" were used in India as early as 2000 BC.  The first known use of biological warfare was in 1346 at Kaffa (now Fedossia, Ukraine), where the bodies of Tartar soldiers who had succumbed to plague were catapulted over the walls of the besieged city.
  During World War II the Japanese produced biological weapons and used them in 1942 at Congshan, China—the only confirmed air attack with biological weapons in modern history.
  A recent book, The United States and Biological Warfare: Secrets from the Early Cold War and Korea, charges that after World War II the United States used knowledge acquired by the Japanese to develop a lethal biological arsenal, which was tested in Korea and China during the Korean War.
  Iran used chemical weapons during the Iran-Iraq War, perhaps even on its own citizens.
  Iraq's chemical weapons stockpile and suspected production facilities have motivated United Nations inspections and U.S. missile and air strikes for years.  The United States believed that the Serbian army had stocks of lethal chemical weapons, which might be used against the Kosovars.
  The Center for Nonproliferation Studies at the Monterey Institute of International Studies has identified thirty-one states that have or had chemical or biological weapons programs and have catalogued at least forty-six instances of their use.
A Serious Post-Cold War Problem

At present there is a debate among analysts and scholars about the severity of the threat posed by weapons of mass destruction (WMD), especially biological and chemical weapons.  The Hart-Rudman Commission argues in a 143-page report that the most serious potential threat to the United States may be unannounced attacks on American cities by terrorist groups using germ warfare.
  The report predicts that "Americans will likely die on American soil, possibly in large numbers.”
  The growing threat of domestic terrorism is one of the leading themes of this study, which Secretary William R. Cohen has called the most comprehensive effort of its kind since the National Security Act of 1947.
  Cohen agrees that WMD threats are extreme.  

I believe the proliferation of weapons of mass destruction presents the greatest threat that the world has ever known.  We are finding more and more countries that are acquiring technology–not only missile technology–and are developing chemical weapons and biological weapons capabilities to be used in theater and also on a long-range basis.  So I think that is perhaps the greatest threat that any of us will face in the coming years.

Others disagree.  Milton Leitenberg, a senior fellow at the Center for International and Security Studies at the University of Maryland, considers the Secretary's comments exaggerated and alarmist.  According to Leitenberg, no agency of the U. S. government has prepared a threat analysis indicating that the use of chemical and biological agents by terrorists is imminent or even likely.  Rather, “various analysts have provided vulnerability projections and scenarios, which are always easy to concoct in the abstract."
  So far, Ehud Sprinzak points out, the world has not witnessed any mass-casualty event resulting from unconventional terrorists using WMD.  "Most of the funds allocated to countering this threat have been committed on the basis of dubious conjecture and unsubstantiated worst-case scenarios."
  Brian Jenkins notes that of the eight thousand terrorist incidents recorded between 1968 and 1986, fewer than sixty offered any indication that terrorists considered using chemical or biological agents.
  Nicholas Wade of the New York Times argues that biological weapons are too difficult to disperse to be technically feasible for other than the most sophisticated users.
  Like most other people, terrorists fear powerful contaminants and toxins about which they know little and which they are uncertain how to fabricate and handle, much less deploy and disperse.
  "Few countries," writes Jessica Stern, "and even fewer terrorist groups, if any, are now capable of launching an open-air attack that would create mass casualties."
  Brian Jenkins’s often-repeated observation—“terrorists want a lot of people watching, not a lot of people dead”—seems to imply that terrorists are unlikely to resort to weapons of mass destruction."

Use of chemical and biological weapons by terrorists has indeed been rare.  One recent exception was the Aum Shinrikyo sarin gas attack on the Tokyo subway.  Those involved in the 1993 World Trade Center bombing were gathering the ingredients for a chemical weapon that could have killed thousands.
  There were sixty-eight investigations into the threatened use of chemical, biological, or nuclear materials in the US in 1997, and eighty-six in the first nine months of 1998, but all turned out to be hoaxes.
  The only significant case of bioterrorism in the United States occurred in Oregon in 1984, when followers of Indian guru Bhagwan Shree Rajneesh, hoping to sway a local election, unleashed a salmonella poisoning attack in ten restaurants, sickening 751 people but killing none.

Nevertheless, though WMD attacks have so far been extremely rare, there are several reasons why this threat must be taken seriously.  First, such attacks have the potential to be unprecedentedly devastating—the United States simply must be capable of preventing them or responding swiftly and efficiently if prevention fails.  Second, advances in information technology and the increasing availability of ex-Soviet WMD specialists have made the fabrication and use of biological and chemical weapons a less intimidating prospect for terrorists.  Third, there are now many terrorists who do not adhere to Brian Jenkins’s dictum—they do want to "see a lot of people dead."

Chemical and Biological Weapons—One Horrible, the Other Worse

Chemical and biological agents are not always distinguished in popular discourse, but there are important differences between them.  Agents used in biological weapons are "living organisms or infective material derived from them, which are intended to cause disease or death in man, animals and plants, and which depend for their effects on their ability to multiply in the person, animal or plant."
  Agents used in chemical weapons are gaseous, liquid, or solid chemical substances which cause death in humans, animals, or plants and which depend on direct toxicity for their effect.

Biological weapons are strategic.  They are “incredibly powerful and dangerous.  They can kill huge numbers of people if they are used properly, and their effects are not limited to one place or a small target."
  Biological agents are microorganisms—bacteria or viruses—that invade the body, multiply inside it, and destroy it.
  They can infect non-human populations as well, upsetting the entire ecosystem.  For example, wild rodents living outside a factory in Omutinsk, Russia, became chronically infected with the Schu-4 military strain of tularemia being manufactured there, a bacterium that causes one type of pneumonia.  "It was a hot, lethal strain that came from the United States: an American biological weapon that the Soviets had managed to obtain during the nineteen-fifties."
  Even though rodents are not a natural host of tularemia, Schu-4 spread among the rodents of Omutinsk.  People catch tularemia easily from rodents, and it can be fatal.
 

Biological weapons are more difficult to acquire and manufacture than chemical weapons, but many states and non-state actors can now construct them.  "Culturing the required microorganisms, or growing and purifying toxins, is inexpensive and could be accomplished by individuals with college-level training in biology and a basic knowledge of laboratory technique.  Acquiring the seed stocks for pathogenic microorganisms is not particularly difficult."
  One expert estimates that more than twenty countries may now have biological weapons capability.

Chemical weapons are poisons that kill after making contact with the skin.  They are tactical instead of strategic; they can be used for mass-casualty attacks in confined areas, but it is almost impossible to concentrate enough chemicals in the air to kill a great many people over a large territory.  Because chemicals are not alive, they cannot be spread by infection, like biological weapons.  But chemical weapons are easier to fabricate than biological weapons:

Chemical weapons suitable for mass-casualty attacks can be acquired by virtually any state and by non-state actors with moderate technical skills.  Certain very deadly chemical warfare agents can quite literally be manufactured in a kitchen or basement in quantities sufficient for mass-casualty attacks.

In fact, chemical agents are so easy to make that several countries have added them to their weapons inventories.  According to unclassified military information, there were eleven countries with chemical weapons in 1980—by 1997 there were twenty-five.

Chemical and biological attacks require different responses.  "After a chemical attack, there is a 'golden hour' within which to make a difference.  After that hour, those who are going to survive, do, and those who are not, do not.  Once decontaminated and removed from the incident site, or 'hot zone,' victims can be dispersed to hospitals."
  Biological attacks are more difficult to manage. 

The victims must be immediately isolated in order to prevent the agent from spreading.  Potential victims need to be isolated from the definitely uncontaminated public; they also should be isolated from others afflicted with the illness until each individual's degree of contamination can be established.  But this type of quarantine is currently impossible.  Given today's detection capabilities and the incubation period of biological agents, we'll never know that we've been contaminated.  Hence the diabolical genius of a biological agent attack: we become the “unknowing vector” of our own death.
 

New Technology and the Russian Connection

The Internet has been a major factor in providing WMD "how-to" information to would-be terrorists.  By accessing any of a number of search engines, one can get the data necessary to build both chemical and biological weapons.  There are also a number of self-published manuals available with information on how to grow and distribute biological toxins.
  

One of these manuals, Bacteriological Warfare: A Major Threat to North America, is described on the Internet as a book for helping readers survive a biological weapons attack.  But in fact it also describes the reproduction and growth of biological agents and includes a chapter on “bacteria likely to be used by the terrorist.”  The book is sold over the Internet for $28.50 and is reportedly advertised on right-wing radio shows.
  

The availability of material and expertise from the former Soviet Union also makes proliferation more likely.  Between 1969, when the United States halted its biological weapons program, and 1992, the Soviet Union developed the largest and most sophisticated biological weapons program in the world.  In 1992 Boris Yeltsen wisely declared that biological weapons activities were illegal.  But unfortunately his actions also put many people out of work.
  Now hundreds and perhaps thousands of unemployed Russian biological and chemical specialists are available to the highest bidder.  Among the bidders are the United States, the United Kingdom, Iran, Iraq, and Libya.
  

The New Terrorism
The noted author Walter Laqueur views the "new terrorism" as actually many terrorisms.  According to Laqueur, "the past few decades have seen the birth of dozens of aggressive movements espousing varieties of nationalism, religious fundamentalism, fascism, and apocalyptic millenarianism."

Most international and domestic terrorism today is not ideological (in the sense of left or right) but is ethnic-separatist in inspiration....  In the past, terrorism was almost always the province of groups of militants that had the backing of political forces; in the future, terrorists might be individuals on the pattern of the Unabomber or like-minded people working in very small groups.

According to Secretary of State Madeliene K. Albright, "What's new is the emergence of terrorist coalitions that do not answer fully to any government, that operate across national borders, and that have access to advanced technology."
  Such groups are not bound by the same constraints or motivated by the same goals as nation-states.
  And unlike state-sponsored groups, religious extremists, ethnic separatists, and lone unabombers are not susceptible to traditional diplomacy or military deterrence.  There is no state with which to negotiate or against which to retaliate.

No longer are most terrorists concerned about limiting casualties.  Religious terrorists, in particular, often seek to inflict many casualties.  As Bruce Hoffman observes, "the growth of religious terrorism and its emergence in recent years as a driving force behind the increasing lethality of international terrorism shatters some of our most basic assumptions about terrorists and the violence they commit."
  Incidents like the Tokyo subway attack and the World Trade Center and Oklahoma City bombings appear to render Brian Jenkins’s dictum about casualties obsolete.  Altogether, the availability of Russians for hire and of critical WMD information on the Internet, coupled with the lethal motives of the “new terrorists,” could portend a bloody and destructive era for which the United States is ill prepared.

Overreaction is Not the Answer

Recognizing the problem is essential but the United States must avoid overreaction.  Achieving total security would be impossible and it would be tragic for the world's most powerful democracy to abandon any of its freedoms and principles in a quest for absolute security.

Also, attempting to achieve total security would be extraordinarily expensive.  And, as the General Accounting Office (GAO) and others have pointed out, throwing money at it is not the answer.  New programs addressing the biological and chemical weapons threat have made counter-terrorism one of the fastest-growing parts of the federal budget.  Total U.S. spending could exceed $10 billion in 2000, up from $5.7 billion in 1996.  A report released in October 1999 by the GAO charges that lawmakers have dumped too much money into this area, and a growing number of government and private counter-terrorism experts agree.  These experts say “federal officials are so spooked by the possibility of a chemical or biological attack that they are deliberately hyping the threat to get Congress to cough up coveted cash for prevention programs.  And most lawmakers are buying it wholesale."
  In 1997, for example, Congress ordered the Department of Defense to conduct multi-agency training exercises in the nation's 120 largest cities against WMD attacks.  Today there are more than 200 training courses, run not only by Defense but also by the Energy Department, the Justice Department, the Central Intelligence Agency, the Environmental Protection Agency, and the Federal Emergency Management Agency.  Many believe that these programs are redundant, including one over-trained fire-battalion chief who quipped: "Just how many different ways are we going to cook the same chicken?"

Limitations of the National Security Act

The National Security Act of 1947, which created the Department of Defense, the United States Air Force, the Central Intelligence Agency, and the National Security Council, was intended to correct coordination and operations deficiencies observed during World War II and to address the emerging Soviet threat.  For the most part, it worked.  Some may believe that America's military services have yet to coordinate their operations optimally, but no one can deny that joint operations are exponentially better organized today than during the Second World War.  As for the Soviet threat, it—like the Soviet Union—no longer exists.  What has replaced it is very much diminished; if Russia did not have nuclear weapons it would probably not be considered a major power.  Russia today has the same GDP as New Jersey—hardly the basis of a superpower.


The global security environment has changed.  No longer does ideology dictate superpower confrontation.  No longer do the superpowers and their surrogates compete for the world’s allegiance and resources.  No longer do realist and idealist theories based on sovereign state behavior and state interaction provide satisfactory frameworks for discussing American and international security.  Nowadays failed, failing, and rogue states and transnational actors are our chief security concerns.  They are the main sources of the proliferation of WMD, drugs, international and domestic terrorism, transnational crime, ethnic and religious conflict, and other new security threats.  The National Security Act was not designed and has not been adapted to address these threats, as events like Somalia, Haiti, Kosovo, East Timor and Oklahoma City attest. 

The crucial question is whether the Act and the structure it established can be made to fit the changed national security environment without drastic revision.  Some have concluded, like the Center for Strategic and International Studies in Washington DC, that the current structure has sufficient flexibility.
  General Wesley Clarke, the Supreme Allied Commander Europe, agrees; he sees no need for "big changes" in the Act and believes that it can be adapted to the post-Cold War world.

I disagree.  I believe there are two fundamental weaknesses and deficiencies in the National Security Act.  First, the Department of Defense is not organized correctly.  Second, roles and missions within the intelligence community do not support today's requirements.  

Department of Defense

The Department of Defense is still organized to respond to major interstate conflict, much as it was during the Cold War.  Then DoD was required to maintain forces for "prompt and sustained combat operations" against the Soviet Union.  Though there was always debate about the proper balance of nuclear and conventional capabilities and the most efficient division of resources among the various services, the defining context—security against a Soviet threat—was relatively unambiguous.

Since the fall of the Soviet Union, the basis for determining the roles, missions, and capabilities of the forces within DoD has been difficult to articulate.  Several attempts at redefinition—Bush's "Base Force," Clinton's "Bottom-Up Review," and the Congressionally-mandated "Quadrennial Defense Review and National Defense Panel"—have recommended maintaining a less robust status quo.  In essence, the United States has chosen a smaller but heavier version of its Cold War forces, but organized, modernized, and equipped with systems and doctrine appropriate for two simultaneous regional conflicts.  Yet except for the Gulf War, our military forces have taken on entirely new missions, such as peacekeeping, peace-enforcement, humanitarian assistance, de-mining, and counter-proliferation and counter-terrorism.

The Unified Command Plan (UCP)—related to but not specifically included in the National Security Act—needs to be changed.  At present the major regional commands are the European, Pacific, Central (including the Middle East, Persian Gulf, and North Africa), and the Southern (including Central and South America) Commands.  The former Atlantic Command is now the Joint Forces Command, which has responsibility for the Atlantic region and additional "joint" responsibilities to the other commands, including training, force integration, and providing trained and ready forces from the United States.
  

Absent from the Unified Command Plan is a Homeland Defense Command.  Protecting the territory of the United States and its citizens from ‘all enemies both foreign and domestic’ is the principal task of government.
  The Unified Command Plan is externally oriented: it protects our borders from foreign enemies.  It is not organized to defend the homeland against internal attack by either foreign or domestic enemies.  The reason for a Homeland Defense Command is the change, both in type and degree, in the principal threats to the United States.  Besides the continuing requirement to deter strategic nuclear attack, the United States must now also defend itself against information warfare, weapons of mass destruction, terrorist attacks, and other transnational threats to the sovereign territory of the nation.
  Above all, the security environment has been significantly altered by the proliferation of biological and chemical weapons and their increasing ease of delivery.
  The complexity of the chemical and biological weapons challenge lies in the huge number of potential enemies who have access to this asymmetric means of attacking the U.S. in an effort to offset America's conventional and nuclear strength.


An integrated set of active and passive measures for deterring and defending against chemical and biological weapons use is required.  These measures must involve a range of federal departments and agencies, which, in turn, must incorporate state and local governments in their planning.
  Managing the consequences of biological and chemical attacks will also involve all levels of government.
  Obviously the Department of Defense has a significant role to play in these efforts.  But what that role should be will be the topic of a later section in this paper. 

The Intelligence Community: We Have Slain the Bear, but There Are Still a Lot of Serpents Around.

The Intelligence Community (IC) is a group of thirteen Executive Branch agencies and organizations whose core was established by the National Security Act of 1947.
  Its mission—to provide an information advantage to those who formulate and execute national policy—has not changed since then, though the nature of the information it deals in has changed markedly.  "During the Cold War era, the intelligence community justified its existence by containing Soviet expansion."
  Now, however, new missions must be defined if the intelligence community is to maintain legitimacy and focus.  Perceived legitimacy has been a problem, at least for the community at large.  Likewise focus: some critics describe the IC as an ad hoc structure in which each agency or organization makes sense individually but which does not function as a well-integrated whole.
  Even Congress often views the intelligence agencies as ten or thirteen separate voices rather than as a community.
  

These problems have prompted an extensive revaluation of U.S. intelligence by a number of commissions and panels.  All these studies, performed by the government or by government-sponsored commissions, have, according to Morton Halperin, "reached the same conclusion, which is that the intelligence structures that we have are just right."
  "One can only view this as remarkable," quips Halperin; "here we have a world in which an intelligence community created fifty years ago to fight the Cold War against the Soviet Union turns out to [have] exactly the right set of structures and exactly the right set of functions to deal with this new post-Cold War world."
  But suppose, he goes on to ask, that the world really is different?  Suppose the intelligence community created fifty years ago is not exactly suited to it?  What changes might one make?

Detailed answers to all these questions are beyond the scope of this paper.  But many others have been thinking about them, especially with regard to chemical and biological weapons.  Gary Hart, for one, co-chair of the commission charged with trying to define the future national security environment, writes: "U.S. intelligence will face more challenging adversaries in the future, and non-state actors will probably play a larger role in issues of war and peace than they have heretofore."
  As Gideon Rose observes, "The intelligence community is now challenged, because the groups that cause the greatest concern—religious fanatics, cults, and freelance extremists—are precisely those that usually fly below the radar screen of standard intelligence collection.”
  Collecting intelligence on biological weapons programs—even state-run programs—is especially difficult.  For example, the intelligence community did not know of Aum Shinrikyo's efforts to produce and use biological agents until after the sarin attacks in the Tokyo subway.
 

Aum Shinrikyo's attack illustrates several problems that chemical and biological weapons present for the intelligence community.  Not enough attention is paid to open-source material; international cooperation is lacking; and there is not enough information-sharing even among US intelligence community organizations.  

Nearly a year before its attack on the Tokyo subway system the Aum Shinrikyo group had used the nerve gas sarin in assaults on civilians.  Although the Japanese media had reported the news, the U.S. government remained in the dark.  Not only did Washington not hear what the Japanese law-enforcement agencies knew, but the Japanese agencies themselves were not aware of what other local organizations in Japan had uncovered.  The parties involved did not share their expertise to prevent another attack.

To this day, as Ashton Carter, John Deutch, and Philip Zelikow argue, the U.S. intelligence community lacks a site and a methodology for conducting comprehensive planning of information collection.  These experts contend that yields from such sources as overhead reconnaissance, electronic surveillance, clandestine agents, law enforcement databases and informants, and reports from foreign governments can be sifted and organized for maximum effect.


Open-source collection, or lack of it, concerns Morton Halperin, who believes that most of the information today's security policymakers need is available without cloak-and-dagger work.  "It is available from open sources, it is available from experts who know the societies, and it is available by going to the countries and dealing with the people."
  U.S. policymakers now rely primarily for their information on an intelligence community in thrall to the notion that the best way to obtain information is to gather it secretly, from an unwitting source.
  But instead of focusing on recruiting agents in foreign governments and intercepting messages from satellites, perhaps paying attention to the open press, as the intelligence community should have been doing in Japan before the Tokyo subway attack, would be less costly and more productive. 


Although neither Halperin, nor Carter, Deutch, and Zelikow directly addresses creating a new intelligence community, they do suggest some changes to the current structure.  Halperin believes that a new research organization, called the Foreign Policy Research Organization or the Central Research Organization, should be created and moved out of CIA headquarters to downtown Washington.  It should be housed in a building with easy access and staffed with analysts who understand that for most subjects that policymakers care about—not all, obviously, since there will always be some for which more traditional methods of collection are appropriate—most relevant information can be gathered from public sources.
  Carter, Deutch, and Zelikow believe that a new institution to gather intelligence on catastrophic terrorism (which includes chemical and biological terrorism) needs to be established.  It would be called the National Terrorism Intelligence Center and would collect and analyze information in an effort to provide advance warning catastrophic events.  Their Center would be located at the FBI instead of the CIA and would have access to domestic law-enforcement data.  "The director of the center would come alternately from the FBI and the CIA, and all intelligence organizations would provide a specified number of professionals.”


Richard Falkenrath agrees that changes are needed in the intelligence community to address the threat of chemical/biological terrorism, but his suggestions are functional rather than structural.
  He feels it is important that the IC watch for the likely signatures of small-scale, improvised chemical and biological weapons programs both in the U.S. and abroad.  He also emphasizes that public health capabilities need to be improved—particularly epidemiological surveillance—in order to detect medical evidence of chemical and biological weapons production or use.


All these recommendations are important.  Intelligence is the first and most crucial line of defense against chemical and biological weapons attacks.
  Acquiring Chemical and biological warfare (CBW)-related intelligence is unusually difficult but not impossible.  Would-be terrorists have problems as well as advantages; and conspiracies are relatively easy to defeat if law-enforcement authorities learn of their existence with adequate lead time and in sufficient detail.
  

Who’s in Charge?  Who Should Be?

Critics argue that current U.S. efforts to prevent or respond to biological and chemical terrorism are spread across a vast number of agencies, at different levels of government, with little real coordination or direction.  "Bureaucratic styles and missions clash; information is compartmentalized and left unanalyzed; some tasks are duplicated, while others slip through the cracks."
  This is especially true of domestic incidents.  Detection capabilities are limited, integrated analytical and planning efforts are proclaimed but not fully worked out, and the use of military forces—the most capable of dealing with biological and chemical weapons—is limited by the Posse Comitatus laws.  It is by no means clear how all the moving parts of a response to such an attack within the United States would actually function in relation to one another.

Although not a response to a biological weapons attack, the reaction to the recent outbreak of a mosquito-borne virus in New York is instructive.  New York City and parts of the state suffered an outbreak of what appeared to be an encephalitis virus. What was initially identified as St. Louis encephalitis—often found in the southern United States—turned out to be West Nile virus.  Fortunately, West Nile virus is less virulent than the St. Louis variety; but the initial failure to identify the virus correctly has many concerned.  "The encephalitis outbreak in New York is a powerful lesson for public health authorities," remarks Alan Zelicoff, a senior scientist at the Center for National Security and Arms Control at Sandia National Laboratories in New Mexico.  "It is a sobering…demonstration of the inadequacies of the U.S. detection network for emerging diseases," including viruses.
  A fact not lost on local and federal officials responsible for national defense against biological warfare is that the myriad local, state, and federal agencies involved in the New York encephalitis investigation did not always communicate well.
  Initial samples from victims were screened only against six viruses common in the United States, and investigators did not test for viruses that have been linked to germ warfare.
  We may never know how a West Nile-like virus suddenly appeared in New York City.  But we do know that the United States has far to go before it is prepared to identify and deal with outbreaks of exotic diseases, whether they are spread by nature or deliberately by man.

Presidential Decision Directive 39 (PDD-39) decrees how the United States should be organized to deal with the use of weapons of mass destruction by terrorists.  PDD-39 divides the threat, both at home and abroad, into two categories: crisis response and consequence management.
  "Crisis response refers to instances where the perpetrators of an assault have been discovered before an actual release."
  Consequence management refers to ways and means of reducing the short-term and long-term effects of an attack.  

The Department of State is the lead agency for crisis response and consequence management overseas.  State carries out crisis response through its Office of Counterterrorism and consequence management through its Office of Foreign Disaster Assistance.  The Department of Defense supports overseas counter-terror operations, including those involving chemical and biological weapons.  Walter Slocombe, Undersecretary of Defense for Policy, recently revealed that there are designated Special Mission Units (SMUs) specifically manned, equipped and "trained to deal with a wide variety of transnational threats."  According to Jane's Defense Weekly, the tactics, techniques, procedures, equipment and personnel of these SMUs remain classified, though it is understood that they have counter-terrorism and counter-proliferation responsibilities.
  

Domestically, the Department of Justice is the lead agency, with the Federal Bureau of Investigation (FBI) responsible for crisis management and the Federal Emergency Management Agency (FEMA) for consequence management.  Although the Department of Defense has the largest capability for chemical and biological defense, the main responsibility for dealing with attacks falls on multiple federal, state, and municipal agencies and on the civilian health community.  "Most of these organizations are inadequately prepared to deal effectively with the problem."

The assignment of domestic responsibilities under PDD-39 is a matter of debate among policymakers and academics, in two respects.  First, there is disagreement about the separation of crisis and consequence management.  Next, there is disagreement about who should be in charge.

Although PDD-39 has been an important catalyst for developing anti-CBW strategies, the categorical distinction it draws between preventing and dealing with the consequences of an attack is dangerously flawed.
  "Given the varied dimensions and manifestations of chemical and biological terrorism," writes Chris Seiple, "the battle of consequence management has been lost if there has not been consultation and planning well before any threat of an incident emerges."

We must therefore think of crisis response and consequence management as parallel and overlapping continuums that both federal lead agencies and the first responder must keep constantly in view....  Arbitrary distinctions between activities before and after an attack by WMD cannot be extended into planning and operational activities.  Should we allow those two continuous and overlapping processes to be compartmentalized—and thus expressed in a simple linear logic because they are considered mutually exclusive—we will fail in our response and thus invite future attacks.


PDD-39 notwithstanding, there is no fine line during or after an attack that allows for a clean transfer of responsibility between the FBI and FEMA.
  Almost inevitably there will be a "who's in charge" or unity-of-effort problem.  This structural confusion is compounded by the FBI’s overriding commitment to collecting criminal evidence.  The FBI's philosophy is: if you can't prove who did it, the likelihood of future incidents will increase.
  This is a useful approach to bank robbery or kidnapping, but not necessarily to chemical or biological weapons.  The effectiveness of consequence management depends on the quick collection of samples to determine the nature of the agent used and the level of contamination.  Solving a crime also depends on collecting samples, but for evidentiary purposes.  There is thus, at least in theory, a potential conflict between casualty reduction and criminal investigation.
  In practice, in order to ensure that there is one overall Lead Federal Agency (LFA), PDD-39 directs FEMA to support the Department of Justice (i.e., the FBI) until the Attorney General transfers the overall LFA role to FEMA.

Presently, FEMA is the right agency for consequence management.  Many of the coordination-and-control procedures that FEMA has developed over the years in the course of disaster relief efforts are appropriate for its WMD role.  The same cannot be said for the FBI.  As many experts have pointed out, biological and chemical weapons are simply not a specialty of the FBI.  And where the potential for catastrophic terrorism is concerned, the FBI's reactive law-enforcement approach needs to be supplemented by—perhaps even subordinated to—a more aggressive national security effort directed by the White House and the Pentagon.
  Carter, Deutch, and Zelikow propose that if a large-scale attack biological or chemical attack is imminent, the PDD-39 structure be pushed aside.  They believe that the White House should immediately take charge.  Unity of command would be vital, with an operational command structure able to “direct everything from CIA covert operations to air strikes; set up interdiction on ground, at sea, and in air; mobilize thousands of soldiers; and move thousands of tons of freight.”

None of these actions can happen quickly unless plans have already been drawn up and units designated to carry them out, with repeated training and exercises that create the readiness to bring the plans to life.  In this situation, the Defense Department would take the leading role.  The FBI neither commands the resources nor plans to command them.


In my opinion, Carter and his colleagues are correct.  Because it has long prepared to face the grim possibility of chemical and biological weapons on the battlefield, and because it has experience in commanding and controlling large, multifaceted operations, the military has unique capabilities to offer in the domestic-security arena.
  Currently, participation by the Department of Defense and the U.S. military as lead agencies in a domestic attack is problematic.  For one thing, there are legal constraints preventing the Department of Defense from taking such a role.  For another, the Department of Defense does not want the job.


The American military is constrained in conducting domestic military operations by the Posse Comitatus Act, which prohibits the Army and Air Force from enforcing civil or criminal law within the United States.

This historic law, passed in 1878 to preclude the presence of soldiers from deterring voters during Reconstruction, is generally considered a great bulwark in our democratic society.  Its proponents cite Posse Comitatus as a clear demonstrable indicator of the properly circumscribed limits of a civilian-controlled army in a representative democracy.

In discrete instances, when the President of the United States believes public order and domestic tranquility are at risk, the President can order the Secretary of Defense to restore public order.  "This presidential authority to use federal troops is plenary and not subject to judicial review."


Even though the President has the authority to use federal troops under certain circumstances, instances of such use have been rare.  Posse Comitatus remains a "giant bulwark" against Defense Department participation in domestic operations.  This is well understood in the Pentagon, as Secretary Cohen has made clear:

As in the past, any military support [in the wake of a domestic attack] must be just that—support.  Both legal and practical considerations demand it.  The Posse Comitatus Act and the Defense Department's implementing policies are clear—the military is not to conduct domestic law enforcement without explicit statutory authority, and we strongly believe no changes should be made to Posse Comitatus.


The Department of Defense has repeatedly affirmed that all military assistance for either crisis response or consequence management will be in support of the Department of Justice (FBI) or the Federal Emergency Management Agency.
  DoD has recently established a Joint Task Force-Civil Support (JTF-CS) to coordinate military support to the lead agencies and to other state and local authorities.
  The emphasis is on support and there are no plans for the JTF-CS to take a leadership role in crisis management or response.  Its mission is to support designated LFAs with a standing joint organization providing DoD's consequence management capability in response domestic biological and chemical incidents.
  According to some reports, however, differences have surfaced over which agency is best prepared for rapid response.

Less than a year after the U.S. Department of Defense created rapid response units to respond to weapons of mass destruction attacks in the U.S., their role has become the subject of debate between federal agencies.  DoD officials, backed by the Clinton administration and Congress, insist that only specialized military teams have the training and resources to adequately respond to a catastrophic… biological or chemical attack in the U.S.

DoD contends that specially trained Army National Guard Rapid Assessment and Initial Detection (RAID) teams and the Marine Chemical/ Biological Response Force (CBIRF) are best prepared to respond to large-scale disasters, and it has recently expanded the number of RAID teams.  On May 22, 1998, Secretary Cohen announced the initial plan: ten regional RAID teams composed of twenty-two highly skilled full-time National Guard personnel.
  On June 2, 1999, the Clinton Administration requested five more teams, and the Senate Armed Services Committee has requested an additional seventeen, so that as many as twenty-seven RAID units could be dispersed throughout the country.
 


FEMA and FBI officials contend that the more than 600 hazardous material (HAZMAT) organizations throughout the nation could handle detection and decontamination better than their RAID counterparts.  Since there are more of them, it is argued, they could usually respond quicker, and they have more experience cleaning up hazardous material.  DoD and Congressional officials counter that civilian HAZMAT squads usually respond to industrial accidents and have little if any experience with the chemical and biological agents that RAID teams are trained to deal with.


The General Accounting Office agrees with the FBI and FEMA and in a recent report asked Congress to consider abolishing the RAID units.  According to the GAO, because RAID teams do not have dedicated airlift they probably could not get to the site fast enough to help local responders.
  In a chemical incident, for example, the first hour or two are critical, but RAID teams cannot guarantee a response time of less than four hours.
  In the event of a biological weapons attack, the usefulness of the RAID teams is even more questionable, critics say.  "Because germ agents such as anthrax or smallpox can be released inconspicuously, there is little likelihood of knowing an attack has occurred until hours or even days later, when sick people start showing up at hospitals or doctors' offices."

Pentagon officials call the teams the "tip of the military spear" that would help civilian agencies tap into other military assets.  "The idea is that the RAID teams would help local and state first responders—primarily firefighters, HAZMAT teams and ambulance crews—identify chemical or biological substances used in a terrorist incident and then, if necessary, plug them into the military's pool of weapons and logistics experts."
  The GAO replies that state and local officials do not agree that RAID teams are needed but instead believe they represent "an unnecessary duplication of assets."
  "Officials from larger jurisdictions usually have very robust HAZMAT capabilities.  These officials consider themselves very experienced in managing HAZMAT emergencies and did not believe the RAID team could suggest anything they did not already practice every day."

Taking sides in this GAO-Pentagon debate is not the purpose of this paper.  It is, however, worth noting that the debate is indicative of problems associated with the "mind-numbing array of government agencies—sixty-one in the federal government alone, according to the Center for Nonproliferation Studies—that play some kind of role in domestic defense."
  Add to these the hundreds of state, county, and municipal public safety organizations throughout the U.S. that could claim some type of jurisdiction in the event of a terrorist attack, and the extreme complexity of response coordination becomes obvious.  

Other nations faced with similar threats have more streamlined response mechanisms.  A look at how three of them—Israel, the United Kingdom, and Canada—are organized to address chemical and biological terrorism may be useful.

The Israeli Model

Many Middle Eastern countries are now capable of delivering chemical and biological weapons.  Operation Desert Storm demonstrated the threat to Israel in this regard.  In 1992, under the leadership of Major General Zeev Livne, the Home Front Command was established with three major responsibilities:  to prepare civil defense forces for emergencies; to create a central command for all military and emergency forces; and to serve as the primary military and professional authority for civil defense.
  

Along with overseeing civil defense, rescue and salvage, and domestic security, the Home Front Command also helps civilian authorities maintain equipment and protective gear at service centers throughout the country, staffs an around-the-clock information center to answer civilian queries, and is responsible for developing means of passive protection.  For example, in cooperation with the United States, the Command conducts demolition tests to determine the ability of certain materials and structures to withstand attack.  All new homes in Israel must now have a "safety zone" that can withstand all but a direct hit from a missile.
  

To assist the population in preparing for emergencies, an instructional and information division serves in peacetime as well as wartime.  Schools and other institutions receive training from special instructors.  The Home Front Command has installed some of the world's most advanced control, communication, and electronic-warning systems throughout Israel, monitored by a national control center capable of broadcasting real-time messages to the entire population.  The Command’s forces are of four kinds: rescue and salvage troops, medical support personnel, fire-fighting personnel, and anti-nuclear, -biological, and -chemical (NBC) units.  Rescue and salvage units are the Command's primary forces, employing a wide range of equipment to locate victims and deal with casualties.  A national rescue and salvage unit is on constant alert for both domestic and international rescue missions, and some of these units have recently served with distinction in Turkey and Greece.
  

In an emergency, the Home Front Command can merge military and civilian fire-fighting and medical units.  Medical services, including ambulances, medical corps personnel, and hospitals, hold frequent exercises.  Anti-NBC units, including detection and identification teams, are prepared to handle all aspects of response, from identifying substances to decontaminating affected areas.  The National Hazardous Materials Information Center operates within the Home Front Command in cooperation with the Ministry of the Environment, providing updated information and online risk assessment for troops in the field.  The Center operates around the clock, in peacetime as well as wartime. 
 

Military guards, drawn partly from the army's combat units, are another level in the Command's hierarchy.  They are constantly engaged in maintaining security along Israel's border and shoreline and in protecting vital infrastructure.  Ninety-seven percent of those serving in the Home Front Command are in the reserve forces.  Nevertheless, the Command has equal stature with the three other Front Commands, which are made up of active and reserve forces and have border area responsibilities.
 

 
Israel’s volatile geopolitical situation—along with the advances in missile technology available to its neighbors—has rendered the country exceptionally vulnerable and necessitates a non-traditional organization like the Home Front Command.  During the state of alert in December 1998, the Command established sixty-seven gas mask distribution centers throughout the country, which remained open twenty-four hours a day and could even have supplied tourists if necessary.  Hospitals were prepared to deal with chemical and biological casualties.  Decontamination stations were equipped and staffed.
  A robust exercise program, not limited to military and public-safety organizations, helps the society prepare for contingencies: for example, an exercise last April named "Netanya '99," which put one of Netanya's high schools through a drill mimicking the effects of a chemical attack.
   

The Home Front Command is in charge of civilian forces in peace and war.  This differs from the practice of most other democracies and, according to General Livne, was initially “a very difficult concept for civilians to accept.”  But Israelis understand unity of command—an unequivocal and unambiguous chain of responsibility, authority and accountability
—and so eventually the public has accepted military control via the Home Front Command as the most logical way to prepare for attacks with weapons of mass destruction.

The old military maxim that the best defense is a good offense is official Israeli policy.  The Israelis will take preemptive action if policymakers have good intelligence and there is a reasonable chance of success.  In 1981 Israel had intelligence that the Osirak nuclear reactor in Iraq would produce weapons-grade fuel as a by-product.  On June 7, 1981, Israeli Air Force pilots flying F-16s bombed the Osirak facility.
 

The raid was skillfully planned.  When the Israeli pilots were in Jordanian airspace they conversed in Saudi-accented Arabic and informed Jordanian air controllers that they were a Saudi patrol gone astray:  over Saudi Arabia they pretended to be Jordanians.  The first wave of F-16s punched a hole in the reactor dome, after which a second wave of aircraft dropped 'dumb' (that is, not laser-guided) bombs with enough accuracy to destroy the reactor core, its containing walls, and the gantry crane.


The Israelis also use retribution to deter terrorism.  Following the 1972 massacre of Israeli athletes at the Munich Olympics and a wave of attacks on Israeli diplomats and other civilian targets, Prime Minister Golda Meir decided on a new tactic.
  The enemy in this case was the shadowy Palestinian group “Black September,” established by Yasir Arafat to carry out non-attributable terrorist attacks while the political wing of the PLO moved toward international respectability.
  The Israeli answer to Black September was a group called "Wrath of God.”  In the months following Munich, Wrath of God relentlessly struck back at Black September, conducting daring raids into Beirut to kill the top leadership and tracking down and assassinating other operatives in Europe and elsewhere.  By late 1973 Black September had effectively ceased to exist, its few remaining members demoralized and fearful.
  Although the activities of Wrath of God did not end Palestinian terrorism, it disrupted its operations and undermined its capabilities.

The United Kingdom Model

Because the United Kingdom is a unitary state and a parliamentary democracy, it has advantages over the United States in preparing for and responding to chemical or biological attacks.  In contrast to federal systems like the United States and Canada, where power is shared between the central government and state or regional governments, in Britain no powers are reserved for sub-national units of government.  The UK does not have several layers of public security organizations as in the U.S., where federal, state, county, and city police agencies co-exist.  Instead the United Kingdom has forty-three police constabularies.  Each constabulary is independent and is commanded by a Chief Constable.
  Major public-safety actions of a multi-constabulary or national character are coordinated through the National Reporting Center at Scotland Yard (London Police Headquarters) and the Home Office.
  Questions of jurisdiction do not arise.  After the Oklahoma City bombing, twenty-six federal, state, county, and city agencies could have plausibly claimed jurisdiction over one or another aspect of the investigation.
  Had a similar tragedy occurred in the UK—say in York—the Chief Constable responsible for York would have been in charge.  No one else.  Fire-safety forces are organized similarly within the forty-three constabularies, which improves response time, operational efficiency, and coordination.

The United Kingdom's parliamentary system functions more expeditiously in some respects than presidential systems because Parliament combines executive and legislative functions.  It can make or overturn laws and establish policies without recourse by the executive, the judiciary, or the monarch.  In the United States, executive policy is subject to checks and balances by the legislature and judiciary.  In the UK, once policy is set by Parliament, only Parliament can change it.
  This fusion of legislative and executive powers is expressed in the cabinet.

Through its collective decision making, the cabinet…shapes, directs, and takes collective responsibility for government.  Cabinet government stands in stark contrast to presidential government and is perhaps the most unique feature—and certainly the pivot—of Britain's whole system of government.  For it is the body, where the executive and legislature overlap, that control of government rests.


The Home Office, headed by the Home Secretary, is responsible for internal affairs.  In the event of a biological or chemical attack in the United Kingdom, crisis and consequence management would be the responsibility of the Home Office.  The Home Secretary, his deputy, or another representative would chair an interdepartmental cabinet-working group assembled to manage the event.  At a minimum, the Ministry of Defense, Special Branch (MI 5), the Secret Intelligence Service (MI 6), and the Foreign Office would be represented.  

At the tactical level, the Chief Constable of the affected region is in charge of ground operations.  The Ministry of Defense plays an advisory role unless police forces cannot accomplish their mission.  If Defense takes charge of the operation, a written document establishing responsibility and accountability is passed from the Constable to the on-site military commander.  When the situation is again within the capabilities of the police, the document is passed back and the military returns to an advisory capacity.  For example, during Operation Nimrod, the 1980 British Special Air Service (SAS) raid to retake the Iranian Embassy in London from terrorists, responsibility did not transfer to the SAS military unit until the final hour of the operation.  The crisis began at 11:32 a.m. on April 30.  The SAS did not receive operational control until May 5 at 7:07 p.m., when "the senior policeman on the scene handed Mike Rose, the commander of 22nd SAS, a signed piece of paper which effectively handed control of the situation over to the SAS."
  By 7:40 p.m. the SAS had retaken the embassy and "quickly disappeared from the scene before the press showed up."
 

A Special Air Service team is stationed permanently in London and is responsible to Scotland Yard and ultimately the Home Secretary.  The SAS operates under strict guidelines within the UK, and team members, aware that they are liable to prosecution if they employ excessive force, walk a fine line.  To repeat, for the SAS to be used, the operation must be beyond the capabilities of civilian police, and written authority must pass from civilian authorities to the military.

Three threat levels—gold, silver, and bronze—determine the nature of the response and the membership of the interdepartmental cabinet-working group.  A “gold” event would be classified as catastrophic in the United States and would entail maximum availability of resources.  The Prime Minister would be closely involved, perhaps even chairing the working group instead of the Home Secretary.  If foreign involvement were found, the Foreign Minister and Defense Minister would probably have responsibility for out-of-country negotiations and operations.

“Silver” is a serious domestic event with no apparent international involvement.  The cabinet working group would be manned at the Minister or Deputy Minister level, and the military would probably remain in an advisory role.  A “bronze” event is one that can be handled at the local constabulary level.
  Frequent exercises are held at all three levels to allow potential members of the interdepartmental working groups a chance to work together.

As a unitary state with a parliamentary democracy, the United Kingdom has some advantages over the United States in handling domestic terrorism.  It also has considerable experience: having conducted a counter-terror campaign in Northern Ireland for more than two decades, UK security forces have learned much.

The Canadian Model

Throughout its history, Canada has relied on its military to put down rebellions, ethnic confrontations, election violence, strikes, prison violence, and terrorism.
  Domestic use of Canada's armed forces continues today.  "In the past two years large portions of the Canadian Forces have been involved in support of the civilian authorities.  This support has included humanitarian assistance to fight floods, forest fires and ice storms."  In the case of the Red River flood of 1997 and the severe ice storm of 1998, the military provided assistance to law enforcement agencies as well as ordinary humanitarian support.
  The Canadian Forces are often asked to supplement civilian security forces at important domestic events, like the 1976 Montreal Olympics, visits by foreign dignitaries, and the G7 Summits in Montebello and Halifax.
  Among other duties at such events, the Canadian Forces maintain specially trained rapid-response counterterrorism and bomb-disposal units.

The Canadian military can perform this role because Canadian law allows the timely use of military forces in domestic emergencies.  In 1988 the Canadian government restructured and simplified its laws in this area.  The Emergencies Act identified four types of emergencies:  "public welfare (severe natural disasters); public order (threats to the internal security of Canada); international; and war.”
  The Act specifies the powers the government is allowed in each kind of situation.  In a Public Order Emergency, for example, the government is "authorized to prohibit public assembly and travel to and from a specified area, and to designate and secure protected places, assume control of public utilities, and impose summary convictions for up to six months of imprisonment.”
  The new act also addresses threats posed by Canadian groups receiving outside support; officials “would have the option of declaring either a Public Order Emergency or an International Emergency in such a situation.”

Companion legislation, called the Emergency Preparedness Act, established an organization known as Emergency Preparedness Canada (EPC) under the jurisdiction of the Department of National Defense.  Pursuant to this act, “federal and provincial government departments must create administrative machinery and cooperative contingency plans at the provincial level with the Department of National Defense and Emergency Preparedness Canada to respond to the four types of emergencies described in the Emergencies Act.”
  In times of civil unrest or national crisis, provincial premiers and the Solicitor General may ask the military to act in support of police and civil authorities.  The Canadian military has provided crowd-control, policing, counter-terrorist, and other forms of support, withdrawing as soon as civil authorities are able to resume control.

A 1994 Defense White Paper, reflecting the end of the Cold War, further refined the domestic roles and missions of the Canadian military.  The White Paper specified seven areas in which forces of the Department of National Defense could be deployed: peacetime surveillance and control (sovereignty protection); securing Canadian borders against illegal activity (counter-narcotics); fisheries protection; environmental surveillance; disaster relief; search-and-rescue; and counterterrorism.
  It also directed that the national dynamic entry (counterterror-hostage rescue) mission be transferred from the Royal Canadian Mounted Police Special Emergency Response team to the army's JTF-2 counterterror unit.

The Canadian approach to supporting civilian authority is extremely flexible.  It relies on a carefully designed legal framework and a professional force structure.  "Legislation does not prescribe the exact civil-military relationship at the operational and tactical levels, nor does it hamper commanders by dictating the levels of response which may be required in violent situations."
  In general, Canadian law avoids overly explicit restrictions on the military.
  This flexibility points up significant differences between Canadian and American political and legal cultures.  The Canadian government places great confidence in military professionalism, doctrine, and training.  In the United States, on the other hand, the Posse Comitatus Act limits the involvement of the armed forces much more sharply and places severe restrictions on the scope of their activities, even when the military is clearly more qualified than its civilian counterparts to undertake the mission in question

Organizing for Success

This brief review of how Israel, the United Kingdom, and Canada organize themselves against domestic threats, including those posed by biological and chemical weapons, prompts several observations.  First, all three democracies have specified procedures for the use of active and reserve military forces in domestic security matters.  In Israel the military is the lead agency in countering domestic threats, and its Home Front Army actually has authority over some civilian agencies in both war and peace.  In the United Kingdom, and to a somewhat lesser extent in Canada, the military normally plays a supporting role, though when circumstances dictate, it can become the lead agency in a domestic crisis.  In the UK, transfer of authority to and from the military is accomplished by a written document, much like a contract, and the duration of military control is typically very short.  In Canada, the time frame for transition to and from military control is established by the laws and policies described above.


As noted, all three states have parliamentary systems, which make for more streamlined policymaking than our presidential system.  Israel and the United Kingdom are unitary states, not hampered by several layers of jurisdiction.  Canada, though a federal system, mandates that federal and provincial departments create common plans and administrative procedures for responding to several types of emergencies, including CBW attacks.

The United States can learn much from these three allies.  All three, though robust democracies, understand that unity of command is essential for proper response to a catastrophic event and that military organizations are more suited to dealing with some types of domestic threats than are civilian organizations.  This is particularly true of CBW threats, because combat troops are trained to survive on a contaminated battlefield.  Such training is indispensable in an age in which rogue states, failed and failing states, and non-state actors, lacking the means to confront advanced militaries in conventional conflict, may well choose CBW in order to offset this inferiority.
  Israel, the UK, and Canada all understand that military organizations intensively plan, organize, equip, and train for complex emergencies and that military commanders understand how to organize and coordinate multiple organizations for a common objective.  Why not, they might ask their U.S. counterparts, make use of these distinctive capabilities in domestic emergencies? 


There may also be other lessons here.  Israel's use of preemption and retribution is instructive.  During the Cold War, the United States successfully relied on nuclear deterrence to prevent an attack on its homeland.  Preemption and retribution were not plausible options in the highly charged nuclear environment.  Some commentators, like columnist John Ellis of the Boston Globe, believe that nuclear deterrence is still an option.  The U.S. must "develop a plan for massive retaliation in the event of a biowarfare outbreak.”  That plan should be made public, Ellis writes, and broadcast around the world.  “One way for biological agents to 'blow back' on those who launch them is nuclear retaliation."
  It makes sense, argues Jessica Stern, "for governments to signal their intention to respond to state-sponsored terrorist acts with massive retaliation that may even include the use of nuclear weapons."
  Others question the practicality of nuclear deterrence in a threat environment populated in large part by non-state actors.  Threatening to retaliate with nuclear weapons for acts of chemical or biological warfare would not be proportional, they contend, and might undermine efforts toward nuclear non-proliferation.
  Moreover, the Tokyo subway and Oklahoma City attacks were perpetrated by local residents.  How could we have deterred them with nuclear weapons?


Israel’s successful record of preempting terrorist attacks is based on good intelligence and an ability to infiltrate terrorist organizations.  The U.S. has lagged in this regard, as illustrated most recently by the targeting of a suspected chemical weapons plant in Sudan in an attempt to preempt Osama bin Laden.  Unfortunately, it now appears doubtful that there was a clear link between the Al Shifa plant in Khartoum and Mr. bin Laden or that the plant was making chemical weapons.
  Interestingly, however, Washington's mistake may still have had the desired effect.  "Sudan, which has tried for months to convince Washington that it does not support international terrorism, advised the United States on May 22, 1999, that it will sign several anti-terrorism accords and the 1993 convention banning chemical warfare."
  Could it be that the continued threat of preventive military action, even if misplaced in this instance, convinced the Sudanese to change their behavior?  

The dangers of CBW proliferation and use by terrorists warrant the consideration of special preventive measures.  The political risks and operational difficulties are substantial but not prohibitive and may well be outweighed by the benefits.  Once a CBW program has been underway for some time, the operational requirements for a successful preemption—from accurate intelligence on facilities and sites to target destruction without unacceptable collateral damage—are likely to be very high,
 although the political risk will be lower to the extent there is evidence of the adversary's capability and intent.  From a military perspective, however, the time to strike is at an early stage, when the operational requirements are more manageable but the political risks are greater.
  Israel often opts, after a cost-benefit analysis, for early action.  The United States should consider the early option too—though only when it has developed a better intelligence capability. 


As mentioned earlier, the Israelis are meeting the threat of chemical and biological terrorism with a Home Front Command, ninety-seven percent of whose members are reservists.  This notion has advocates in the United States.  Deborah Lee, Assistant Secretary of Defense for Reserve Affairs, has observed

The U.S. military reserve components are the appropriate forces to use in homeland defense and WMD response.  They live and work in all communities and they have established links to the fire, police and emergency medical personnel who are always the first to arrive at the scene of any incident.  Consequently, the Guard and Reserves represent a unique pool of manpower and expertise that, with the proper training and equipment, can support local, state and federal authorities.


The Reserve and Guard bring different advantages to domestic CBW response.  Most of the chemical and medical units are located in the Army Reserve.
  Those in the Guard are largely at the division level and are dedicated to units programmed for international deployments and other contingencies.
  The Guard's advantage is that, unless federalized, it is an instrument of the governor of the state and not covered by the Posse Comitatus Act.  It may therefore enforce civil laws.  Once federalized, the National Guard, like the Active Army and the Army Reserve, comes under the Posse Comitatus Act and no longer may be used to reinforce local-law enforcement agencies.
 


The United Kingdom model offers American policymakers some interesting organizational insights.  The interdepartmental working group process within the UK cabinet is more responsive and less cumbersome than the current interagency process in the United States.  In the UK, the Home Secretary is in charge and the others at the cabinet table are from the Foreign Office, the Ministry of Defense, the Police and Intelligence Services, and other ministries as necessary.  They plan and exercise together and with the forty-three police constabularies throughout the nation.  During an emergency, and depending on the level and type of crisis, the Home Secretary assembles the participants and the Home Office manages the response.
 

By comparison, the Senior Interagency Coordination Group (SICG) charged with identifying, discussing, and resolving issues regarding the federal response to CBW incidents, is composed of six senior members (from FEMA, FBI, DOE, EPA, the Department of Health and Human Services (DHHS) and DoD), as well as representatives from the Department of Agriculture, the Department of Transportation, the Bureau of Justice Assistance, the General Services Administration(GSA), and the National Communications System.
  The SICG is a coordinating organization, does not exercise, and has no operational responsibilities; nor does it coordinate the myriad state, county, and city agencies involved in CBW response.

Another aspect of the British system that may be transferable is the “gold, silver, bronze” level of threat assessment and response. In that system, the level of mobilization and the rank of those involved corresponds to the level of threat.  Gold, silver, and bronze responders know who they are and plan, train, and exercise together.  Carter, Deutch, and Zelikow are among those who have recognized the utility of identifying different threat levels.  

The United States needs a two-tier response structure:  one for ordinary terrorist incidents that federal law enforcement can manage with interagency help, and another for truly catastrophic terrorist attacks.  The government would require two new offices, one within the office of the defense secretary, and the other within the existing [Joint Forces Command] which already bears operational responsibility for the defense of the American homeland and the majority of U.S. armed forces.  These Catastrophic Terrorism Response Offices (CTROS) would coordinate federal, state, and local authorities as well as the private sector to respond to major terrorist threats once they are activated by the president and the defense secretary.


One aspect of the Canadian model may be readily applicable in the United States.  The close contingency-planning relationship between Emergency Preparedness Canada and the Department of National Defense could and should have an American counterpart other than the currently overburdened and often criticized FEMA.
  The EMC-DND relationship, as the reader may recall, is part of the Emergency Preparedness Act, which stipulates how provincial and federal organizations are to coordinate emergencies.

Recommendations

From the preceding survery of potential threats and other states’ preparations for them, a number of recommendations emerge.  Chief among them:  change the National Security Act to reflect security requirements in the post-Cold War world.  Include in the Act the legal framework and the organizational and institutional structures necessary for homeland defense.  Establish a civilian-led Homeland Defense Command that capitalizes on the strengths of the Reserve and National Guard, which are “particularly well-suited to an increased role in this area, as their infrastructure exists in all fifty states."
  The participation of the Guard and the Reserve in disaster-relief operations has prepared them to undertake similar, though much more dangerous, counter-CBW operations.  Whenever possible, use non-federalized National Guard units, which will not be hindered by Posse Comitatus restrictions.  This is especially important during crisis management, when support for law-enforcement agencies is critical.

Some desirable measures may be more feasible than others.  Establishing a Homeland Defense Command is unlikely, given the historical and cultural impediments to such an organization.  But it should be possible to create a leadership structure embracing the FBI and FEMA which will insure that both crisis and consequence management are handled simultaneously, harmoniously, and efficiently. 

FEMA is used to dealing with natural disasters and having to coordinate with local officials.  But an act of terrorism would create both a crime scene and a disaster—making it necessary for agencies that do not usually work together to coordinate their efforts.  “Oklahoma City was a good test case,” a FEMA official [said], “in the sense that it revealed the competing priorities of the FBI and FEMA.  The FBI's principal objective was to preserve evidence, while FEMA wanted only to save lives.”

Moreover, FEMA is used to operating in an interagency and intergovernmental context, while the FBI is not.  The FBI has traditionally been reluctant to assign its agents to interagency taskforces, much less lead them, because J. Edgar Hoover thought the FBI's reputation might suffer if it had to share responsibility for mistakes caused by the bad judgment of other interagency members.


John Deutch and the Commission to Assess the Organization of the Federal Government to Combat the Proliferation of Weapons of Mass Destruction (better known as the Deutch Panel) have called for a national coordinator with the rank of deputy assistant to the President with sufficient authority to "untangle the Gordian knot of jurisdictions that attempt to fight the spread of weapons of mass destruction and the means to deliver such weapons."
  In my view this recommendation, while a step in the right direction, does not go far enough.  For one thing, the Deutch Panel did not address domestic response to acts of terrorism.  For another, even with the rank of deputy assistant to the President, the national coordinator they propose would be just that:  an agency coordinator—convening meetings, leading the interagency policy process, allocating resources, making budget decisions, and reviewing technology-acquisition problems—rather than a leader with authority to direct agencies in times of crisis.
  More appealing are the statements of Frank Cilluffo, director of the terrorism task force at the Center for Strategic and International Studies in Washington D.C., who believes there should be a domestic terrorism "czar."  Testifying in October 1998 before a Congressional subcommittee, Cilluffo argued for the creation of a new commander-in-chief to oversee homeland defense, under the Defense Department.  "What I'm saying is that you want one individual, you want it to be their single, primary mission."
 

If the Gordian knot is to be cut and the crisis management/ consequence management dilemma resolved, one more coordinator, no matter what his or her rank or access, won't get the job done.  What’s needed is a national director with super-agency powers as well as ready access to the President and Congress.  This official should be a deputy assistant to the President and reside at the National Security Council (NSC), which by its charter is responsible for advising the President on both domestic and international security.  Currently the national coordinator for security, infrastructure protection, and counterterrorism works at the NSC.  Why not elevate this position to national director, with authority to direct agencies in the field?  The Kissinger and Brzezinski periods, when the NSC was a “superdepartment” that provided guidance for both Defense and State, offers some idea of what the NSC with an operational mission might be like.


The United States needs to enhance its biological and chemical warfare intelligence capabilities.  If the intelligence community did nothing else for the next twenty years but concentrate on biological weapons proliferation, writes John Ellis, "it would be money well spent".
  Most analysts do not go quite that far, but many argue that changes need to be made.  As Ernest May observes, what worked when the major threat came from communists in Moscow with nuclear weapons cannot be counted on to work when different enemies are wielding viruses and other weapons of mass destruction.
  

It is also worth listening to those analysts and policymakers who believe that too much secrecy limits the effective use of intelligence, that too much emphasis is placed on collection and not enough on analysis, and that not enough use is made of open source material.  At present admirals and generals routinely complain of not even knowing what they can be told.
  How then can the ultimate consumers of domestic CBW intelligence—local law-enforcement officials, doctors, or scientists not even in government employ (perhaps not even U.S. nationals)—hope to get timely information?  They cannot; and thus effective classification, clearance, and dissemination are going to require new rules and perhaps new statutes.
  

Jane Holl, principal editor of the Carnegie Corporation's Preventing Deadly Conflicts, estimates that ninety percent of the intelligence community's budget goes to collection and ten percent to analysis.
  That ratio needs to be changed drastically.  Raw intelligence is of little use to consumers; timely analysis is essential.  It is all too possible at present that data pertaining to a CBW attack might get collected but not analyzed and disseminated to those who are charged with preventing an attack.  I have already referred to the need to make better use of open sources.  Had these been used, the Tokyo subway incident might have been prevented.  Finally, one has to question the necessity for thirteen separate intelligence agencies.  Are that many really necessary?  And if so, are they coordinated effectively?  Probably not; consider that the Director of Central Intelligence—the head of the intelligence community according the National Security Act—only controls fifteen percent of the intelligence budget.


Much can be learned from America's major allies:  Israel, the United Kingdom, and Canada.  All are mature democracies, with their militaries firmly under civilian control.  Yet they have no Posse Comitatus restrictions and make effective use of military forces for homeland defense against many threats, including CBW and terrorism.  Canada's Emergency Preparedness Act, which defines how its provincial and federal forces should cooperate during domestic emergencies, is worth emulating.  So is the United Kingdom's streamlined interdepartmental cabinet decision-making process, with its multi-tiered response structure.  

Israel's CBW threat-response organization and doctrine are particularly instructive.  Though it is doubtful that Americans would agree to gas mask distribution offices in every population center—after all, many of our soldiers won't allow themselves to be vaccinated against anthrax—it is likely that they would agree with Israel's doctrine concerning preemption.  Absent an effective deterrent, particularly against non-state actors, the United States needs to think hard about the use of military force for preemption.  Last year’s attack on the Sudanese chemical plant is a case in point: even though the strike was a mistake, there was no public outcry in the United States; and eventually, perhaps concerned about further mistakes, the Sudanese signed the Chemical Weapons Convention. 

It is time to review the Posse Comitatus Act.  None of our allies imposes such strict prohibitions on its military.  It no longer makes sense to prevent America's best-qualified CBW-response assets and counterterror forces, which happen to be in the military, from helping the nation cope with the CBW threat.  

A final recommendation: put someone unambiguously in charge.  As Israel’s General Livne points out, the fight against terrorists armed with CBW is a war, and the first principle in war is unity of command.  Achieve unity of command and the rest will fall into place.

Conclusion

We all now recognize the increased danger of chemical and biological weapons.  Rogue states, failed states, failing states, transnational actors, or even disloyal Americans could surreptitiously deliver one or several such weapons, at home or abroad.  The Tokyo subway incident was not science fiction, and the Oklahoma City and World Trade Center bombings could just as easily have been CBW attacks.  Anyone who doubts that terrorists can smuggle chemical or biological weapons into New York City should reflect that they could easily be disguised as a bag of cocaine or a brick of marijuana.
 

Graham Allison has warned that defending America against CBW attack will require eternal, multi-layered vigilance.  "As the most open society in the world, America will remain most vulnerable to attacks, especially weapons delivered surreptitiously.  In the real world of the next quarter-century, dreams of an invulnerable America are fantasy."
  Still, many things can be done.  A Homeland Defense organization is one, a refocused intelligence community is another.  Simply putting a qualified person in a position to achieve unity of command would be a significant start.  And from longtime allies faced with the same threat—Israel, the United Kingdom, and Canada—the United States should learn that the military can support domestic security operations without endangering civilian control.


Neither complacency nor hysteria is called for, but rather a modest and sustained investment in intelligence and other countermeasures, from prevention to preemption to preparedness.  "Individuals take out insurance policies all the time to hedge against disasters that will probably never occur.  This is one case where the United States government can do the same—and be satisfied if the premiums are ultimately wasted." 
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